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1.0 Introduction

The Internet Governance Forum is a multi — stakeholder forum for policy dialogue on issue of
internet governance. The forum is held in an informal setting,4free from binding negotiations. It
brings together all stakeholders from government, private sector, technical community, academia
and civil society to discuss internet governance issues on‘an equal footing through an open and
inclusive process. The IGF was first held in 2012 and since then there has been no event of sort to
date.

Liberia hosted the Liberia IGF in 2011. In allf50 participants attended, the 2 events held with
media, civil society, Technical, business/private and government and youth in attendance. This
type of cooperative engagement is referred t@ as the multi-stakeholder smodel of internet
Governance, which is one of the key futures for the internet’s success. Debates and discussions
of this year were around the main theme: “Bridging the Digital Divide in Liberia “The Liberia
Internet Governance Forum (IGF) is hosted in, line with the global UN IGF, Africa IGF and West
Africa IGF as partner, it will be an “annual event to bring \Liberians together from various
stakeholder groups as equals, in discussions on public policy issuesirelating to the Internet.

This model is paramount to“ensuring that \thedinternet remains for economics and social
development. The IGF Is a unigue platform for all stakeholders to openly exchange perspective
and concerns on key issues that may affect the future of the internet for millions of Liberians.
National Convener in Ministry of Postyand Telecommunication , Liberia Telecommunication
Authority 4/PRIDA focal, point, ‘and supportfrom, Mwantana a leading technical community member
and AIIST as we as Academia group,.

Liberia IGFE In partnership with industry. stakeholders to address Key Internet issues since 2012 but
went dormant, this year 2020 Liberia IGFis a rebirth of this unique platform for Liberians.

Liberia’s 2021 IGE was held on 21 December ,2021 and the outcomes will feed into the fifteenth
Annual Meeting of the Internet Governance Forum which will be hosted online by the United Nation
from 2-6 November 2020.
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Forum Organization
Steering/Organizing Committee

The Liberia IGF 2021 Steering /Organizing committee for the 2021 event was steered by the Ministry
of Post and Telecommunication ( Projects Manager) Mr. Nolan D. Kaine, with representatives from LTA
( Sangai Moliwulo ) , National Convener from Civil Society ( Peterking Quaye ) , Media ( Winnie-Sawah
-Jimmy) . The organization of the forum was the _esponsibility of the National
Convener/Coordinator whose mission was to provide all necessary logistics equipment to the forum

Advisory /Scientific Committee

The Advisory /Scientific  Committee was composed of representatives of the following structures:
West Africa IGF Representative ( Mary Uduma ) 4#LIBTELCO Rep.( Princess Zawu ) , LTA ( Sangai
Mowuloli) Representative ( Regulator) , West Africa ICT Action Network (Liberia) —Peterking Quaye.
This committee was chaired by Mr. Nolan D. Kaine. The mission of this committee was to define
scientific vision of the forum and to purpose pregram and)panelists in“order to achieve the
objectives.

Methodology of work

The entire Liberia IGF, hosting process started with a call for theme selection through the Liberia IGF
secretariat Email —through«Google form .which, was widely»eirculated,and the highest number was
selected for the national theme. Then follow. consultative meeting with stakeholders held at the
ministry of Post and Telecommunication. A consultative meeting through group to selected topics
was also sent out via emaihand stakeholder who'responded to the email selection was used to form
the topics for the forum fortheyear .

The first event was the Media Forum on Liberia Internet Governance Forum. The forum took place
in one main parts with High Level Session and Expert.Panels for the main Liberia IGF was organized
in 3 sessions, but 2 was held inwhich'weshad panels. Each session was conducted in one phase:
Presentation: Each speaker made his submission in a panel style /presentation in fifteen (15)
minutes related to,the theme of the session.

e Session Questions. /Answers: Following the presentation, a session of questions / answers allows
participants to ask questions to the speakers which served at the end of the session as recommendations
for the Liberia IGF final'report.
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In a warm atmosphere, officials, experts, participants and organizers made suggestions for a new edition
of the Liberia Internet governance forum, to contribute to the development of the Internet and the digital
economy.

Participants
The forum was attended by approximately thirty ( 30 ) participants from all sectors, private, public sector
and civil society (Internet Community).

Setting the Agenda Session/ Program

Peterking Quaye , National Convener/Coordinator, Republic of Liberia for - Liberia IGF

He welcomed participants to 2020 Liberia IGF. He sequested participants to stand and observe a
minute of silence in honour of the late Abdullai Kamara former focal pointfor Liberia national leaders
Abdullai Kamara, who were all supporters of the industry and had passed on almost the same
period. He stated that Liberia IGFs since 2012 it'was held this edition is the re-launch of the event
and will on the work of the work already done by former convenér,in the interest of Liberia. He also
thanked the forum participants for making it to the event and4romised to work withhall for the event
annually.

A roll call of the new MAG members were made. and a special recognition to the efforts of all
members to ensure the Liberia IGF get the NRI recagnition to bringthe number to 35 currently . The
Liberia IGF forum, the Ministry,of Post and Telecommunication for.guiding stakeholders on how to
engage the governmentsand shape policy, He obsenved thatymulti-stakeholder’s involvement was
reflected in the participation and“support of ‘the [Liberia IGFs. He summarized the events that
constituted Liberia IGF."One major Telco company was in attendance to speak on the Mobile money
transfer system from their.end and t0 ensure consumer trust and best service. Peterking Quaye
applauded all the panelists andyappreciated, Hon. Copper Kruah Snr. For his work on the efforts of
his ministry.on several projects and the LTA'In regulating the sector so far.

Finally, he reminded participants that the program tegether with the concept note of the Liberia IGF
was available en the Liberia IGFwebsite https://liberiaigf.org.Ir

Welcome Address by Mr. Sando Golakai , Director for Telecommunication Bureau at the
Ministry of Post andyTelecommunication

(Issues Explained )

Key Note Speaker —Minister.of Minister for Post and Telecommunication , Hon. Clir. Cooper W.
Kruah Sr. proxy by

The keynote address was delivered by Minister of Post and Telecommunication acknowledged the
journey of

( Comment and Speech to be inserted )
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He was speaking on the topic “Bridging the Digital Divide in Liberia ”, he delved on efforts made by
the government to set up infrastructure to support postal system in Liberia . As well as the level of
infrastructure uplift to the industry .

He acknowledged the feedback from Liberia IGF discussions, which will influence the
implementation of some of the national projects. These include cybersecurity, data protection and
privacy, protection of countries critical infrastructure, internet freedom, securing government
networks, shaping talented ICT students, supporting researchhand innovation, managing hate
speech and fake news among other topics.

He further observed that 2021 Liberia IGF’s areas offinterest including internet sustainability,
security, robustness, stability, data governance and digital inclusion, are timely adding, “The Postal
sector efforts in digital address system was key to_national inclusion and bridging the digital divide
in Liberia . In this same way it will ensure that people interest in using the postal system sustained
and a progress toward digital address system in Liberia is achieved .

The Session# 1 Online Education in Liberia Challenges ,Solutions : discussions was also
on ( Access & Connectivity );Moderator,Winnie-Sawah-Jimmy : discussions under this theme
focused on the fundamental

One of the first duties of a national state is defending national security, which is the protection of its

citizens, economy and institutions.

Sando Golakai

Karl Smith :Talked on his company role in setting up the University of Liberia despite was not
acting or speaking officially his explanation was based on the fact that there was a strong need to
ensure that_enline, education yinf Liberia improve ‘to\ensure that students can have access to
education’ easily. Online,education took cateredistage during the COVID period .
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Session #2 : Cybersecurity and Cybercrime Issues in Liberia ( National Cybersecurity Strategy ,
Cybercrime Law & Data Protection Law ), Moderator : Sangai Moliwulo from Liberia
Telecommunication Authority the moderated of the High Level Panel of the 2nd Liberia IGF,
welcomed participants, and a round of introductions followed. She thanked the sponsors
and partners of the 2"? Liberia IGF and the previous Liberia IGFs.

The Moderator set the pace on issues trending in the societyn eybersecurity , Cyberbullying and
issues of social engineering .Where political or public figure photos are used online without their
consent and women photos that are used online without their cencern . She explained that these
will lead to prosecution if the Cybercrime Act is pass .

A national cybersecurity strategy (NCSS) is a plan of actions designed te improve the security and
resilience of national infrastructures and services. It is a high-level stop-down approach to
cybersecurity that establishes a range of national ebjectives and priorities‘that should be achieved
in a specific timeframe.

Key point in the discussion was on the NESS and majorissues of cybercrime in Liberia

Panelists:

James Gardeo : said cybercrime was also a major issues-iniLiberia , he cited issues of online
social engineering activities was not restricted and ‘audio-visual materials are used to scammed
innocent people and rendering,them vulnerable . People who also‘@appear online and pretend to be
who they are not , citizens can protect themselves using special applications on their handset .

Karl Smith ( Mwantana Technology ) was also of the view that efforts of government was key in
ensuring that the NCSS is cempleted and passed to,ensure that the internet or online activities are
guided and citizen, are protected against crime .

Sando.Golakai :
Victor Jarwolo :

The forum speakers threw lightion some of the ways to tackle the ethical challenges posed by
cybersecurity in national security, and, in particular, the security of critical infrastructures. The
critical infrastructures, of Liberia were also discussed as well as cyber resources that are
fundamental to the minimum functioning of a society and its economy. Key to this was reliable ICT
networks and their services,which are critical infrastructures, and how are crucial is in Liberia to
ensure public welfare, eceanomic stability, law enforcement and defense operations. Societies
increasingly depend on public ICT networks and their services. The stability, safety and resiliency
of the cyberspace is a national security issue, as the vulnerabilities of the cyberspace can be
exploited to impair or destroy the critical infrastructures of a state, which highly rely on ICT
networks and services.
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Cybersecurity measures at the national level .The help to raise awareness about cybersecurity
values, and to stimulate idea generation and discussion regarding values of cybersecurity in the
national security domain .

Event Funding

Amount $

- 12,600.00
o N

Source

WAICTANet - Partners

Event Expense

Item

Press & Media Coverage :
Media Relations
IGF Feature Article

Catering Service/Food for Participants

Speakers Transportation

Event Marketing :

-Social Media Ad buying
-Marketing Material
-Event Website ( Hosting & Mgt

100.00

100.00

Total 2,600.00
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Recommendations and Way Forward

Cybersecurity & Cybercrime issues (NCSS, Cybercrime Act , Data Protection )

a) The private sector should engage the government on proposed legislations or amendments
for creating a conducive business environment. The following recommendations were made
on data governance, cyber-security, and digital inclusion. The recommendations are listed
under each theme as shown below;

b) Stakeholders and especially civil society should endeavour to keep the government in
check due to their tendency to over-regulate.

c) The national parliament should consolidate their legislative efferts on passage of the NCSS
soon .

d) Level of work between the LTA and Ministry of Post and Telecommunication was also ssen
as bureaucratic due to the low coordinator with key stakeholders in‘passing laws

e) There was call for data protection law to put inyplace a_data protection.regime in the country
to protect citizens’ privacy rights, encourage

f) iv. There is a need for educationyof users on their rights to determine their digital identity
and the importance of data protection:

g) Stakeholders should not fear technolegysand its regulation but should focus on ways to
harness the potential uses of data for a positive.impact on people’s lives.

h) cybersecurity industry,players should educate themselvesiyon information safety, while
organizations needed tonintegrate “end-to-end cybersecurity policy and collaborate in
cybersecurity¢efforts. The'government'to\find a way of enhancing critical infrastructure and
cybersecurity development in Liberia as well legislation and promoting trade.

Action Plan for achieving Cybersecurity”, With the rapid rate at which technology is advancing
Liberia’s‘current ICT infrastructure needs to be rebuilt.and improved to make it compatible with modern
standards..In addition to rebuilding ‘the,system to meet modern standards and increased capacity to
deal withTeybercrime issues, there is aneed for increased training in technical and legal human
capacity to provide expertise in.dealing with cybercrime.

Government Technieal assistance for trained Liberians in cyber-attack prevention and remedy is highly
desired. It is hoped that at the/end of this conference, we will benefit from the knowledge and
experience from other'members on the effective operations on their laws on cyber security and acquire
the knowledge to contribute to€nsuring the formulation and implementation in Liberia of legislation that
will be in harmony with regional eyber security legislation.

Stakeholders should be innovative in responding to society’s needs ranging from digital skills
training of young people to specific products that are aimed at reducing the digital inclusion gap.
Policy makers and industry practices should not leave anyone behind while bridging the digital
divide especially for vulnerable and minority groups. For example, stakeholders should push for
affordability of assistive technologies for students.
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In Liberia, internet governance discussions should be devolved to all the 16 Counties to create
open and inclusive forums to discuss and shape the internet policy.

Challenges

The main challenge with organization of the event was approvals for dates and programs by the
Steering committee. Funds were also not available from any source in coming. The 2021 , we run 3
sessions and two plenaries. There was a mix-up in the printed pro which was corrected and

everything went smooth.

The overrun of time also affected proceedings. Future |
sessions changes are done effectively. Following from th
available on time and also internet access for remote i

ure that time is properly kept and
nt to make the next event time

Photos & Press Clippings

Some photos and press clipping are attached under
made available on the IGF website an cebook and

edia pages .
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20217
LIBERIAINTERNET

GOVERNANCEFORUM

www.liberiuigf.org.lr

Theme ; “ Bridging the digitial Divide "

Date : Tuesday 2] st December ,2027
Venue :Conference Hull,MOPT,RopulglI of Lib eria

Lead Partners :@mnumt@.‘.ﬁu

Support;’o‘j‘
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Stakeholder Group Representation

( To be inserted)

Liberia IGF 2021: Supporter artner

( To be inserted)

Follow us on :
https://wwy
Follow
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